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Abstract

Matrix-based linear transformations are fundamental to the diffusion properties of modern block ciphers.
This paper investigates the algebraic structure and security of the Dual-Matrix Affine Modular
construction C = K; MKy + Ks (mod p). Although it is structurally isomorphic to a constrained affine
map on Z;}z via the Kronecker product K§ & K, , this construction offers a significant efficiency
advantage: it reduces the storage complexity from O(n*) (for a generic linear layer) to O(n?). We
formally derive the effective key space and present a rigorous structural chosen-plaintext attack. We prove
that by exploiting the tensor decomposition property, an equivalent key tuple can be recovered in O(n*)
field operations, significantly bypassing the O (n®) complexity of generic affine cryptanalysis. Our results
demonstrate that while insecure as a standalone primitive, this structure offers a favorable trade-off
between large-state diffusion and implementation cost, making it a compelling candidate for the mixing
layer in lightweight Substitution-Permutation Networks (SPNs).

Keywords: Linear algebra, matrix cryptography, dual-affine cipher, finite fields, modular arithmetic,
Kronecker product, information security

1. Introduction

The interplay between linear algebra and cryptography has a long history. Early classical ciphers,
such as the polygraphic substitution system introduced by Hill in 1929 [1], demonstrated that square
matrices over finite rings could be used to diffuse plaintext data efficiently. Over the ensuing decades,
this idea matured into modern block ciphers, culminating in the Advanced Encryption Standard (AES),
which combines invertible linear transformations with nonlinear S-boxes [2], [3]. Comprehensive
treatments of cryptography emphasise that robust schemes must balance diffusion provided by linear
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layers with confusion supplied by nonlinear components, a principle tracing back to Shannon’s
foundational theory [4], [5]. These concepts are further detailed in standard texts [6], [7], [8], [9].
Fundamental results in matrix theory and finite fields underpin every aspect of block cipher design [10-
11].

Despite the elegance of the Hill cipher, one-sided matrix multiplication over a finite field yields a
small key space and exposes the scheme to established known-plaintext attacks. Differential and linear
cryptanalysis, pioneered by Biham and Shamir [12] and Matsui [13], exploit linear relations in block
ciphers to recover keys with complexity significantly lower than exhaustive search. Public-key
cryptography, introduced by Diffie and Hellman [14], moved away from linear transformations toward
number theoretic problems, but symmetric primitives remain an essential building block for secure
communication.

Modern cryptographic standards formalise and refine these techniques. The U.S. National Institute
of Standards and Technology (NIST) publishes Federal Information Processing Standards and Special
Publications that define block cipher modes of operation [15, 16], randomness generation for dynamic
keys [17], and digital signature algorithms [18]. These documents emphasise careful use of linear
transformations and randomness to achieve confidentiality, integrity, and authenticity. Researchers have
also proposed novel cipher structures that leverage two-sided matrix actions. For example, the ambiguous
multi-symmetric scheme [19] encodes multiple plaintexts into one ciphertext using dual-matrix
multiplication, and more recent work on tropical algebra uses matrix semirings for asymmetric
cryptography [20]. However, as demonstrated in cryptanalytic studies of matrix-based schemes [21],
algebraic structures often contain hidden linear structures that allows for equivalent key recovery,
necessitating rigorous structural evaluation.

In this paper, we revisit matrix-based cryptography from the perspective of structural efficiency. We
analyze the Dual-Matrix Affine Modular map not as a standalone cipher but rather as a candidate for high-
efficiency diffusion. Unlike standard Maximum Distance Separable (MDS) matrices which impose high
storage overheads (n* elements for a state of size n?), the dual-matrix scheme employs a Kronecker-
product structure to operate on n? -dimensional vectors using only 3n? parameters (comprising
K;, Kz, Ks). The main contributions of this work are as follows:

: . : . GLy (Z,)2p™°
1. We derive the exact number of distinct encryption functions |HKeag| = M

, and the
p-1

corresponding asymptotic growth in p and n.

2. We distinguish between generic affine attacks O(n®) and structural attacks. We prove that by
exploiting the Kronecker structure, the key can be recovered in O(n*) time using a chosen-plaintext attack
based on simultaneous conjugation.

3. We demonstrate that this structure provides a cubic encryption complexity 0 (n?) for a state size
of n?, asymptotically more efficient than the O(n*) complexity of standard diffusion layers.

The remainder of this article is organised as follows. Section 2 reviews linear algebraic preliminaries,
including finite fields, matrix spaces, and the Kronecker product. Section 3 surveys classical matrix-based
ciphers and their cryptanalytic limitations. Section 4 formally defines the DMAMC scheme, proves
correctness, and analyses the size of its key space. Section 5 evaluates the complexity of generic and
structural attacks, highlighting the role of two-sided multiplication. Section 7 provides worked examples
to demonstrate the scheme in practice. Finally, Section 8 summarises the work and discusses avenues for
future research.
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Notation: Throughout the paper, p denotes a prime and Z, = Z,, is the finite field of integers
modulo p. Equivalently, we write [F, = Z/pZ for this finite field. For n € N, M,,(Z,) = M,,(Z,) denotes
the ring of all n X n matrices over Z,, and GLy, (Z,) = GL,(Zp) = {A € My,(Z,)|det(A) # 0 (mod p)}
denotes the general linear group. The identity and zero matrices of size n are denoted by I,, and 0y,
respectively. For matrices (or scalars) 4, B over Z,, the congruence A = B (mod p) is interpreted

entrywise. For A € GL,(Zy), the modular inverse is denoted by A™?, i.e., AA™! = A™*A = I, (mod p);

adj(A) denotes the adjugate matrix of A. The transpose of A is AT. The operator diag(ay, ..., a,)
denotes the n X n diagonal matrix with diagonal entries aq,...,a, . The vectorisation operator

vec: My(Zyp) - Z;,‘z stacks the columns of a matrix into a single column vector. The Kronecker product
is denoted by ®; in particular, for A, B, X € M, (Z,) we use the identity vec(AXB) = (BT @ A)vec(X).
The plaintext space and ciphertext space are both P = C = M, (Zp). A secret key is KX = (K, Kg, Ks)
with K, Kg € GL,(Zy) and Kg € My,(Zy), and the DMAMC encryption map is Ey (M) = K, MKy +
Kg (mod p). We write Zy; = Z,\{0} for the multiplicative group of Z,. Finally, the dimension of the

vectorised state is denoted by N: = n?, and asymptotic costs are expressed using O(-) in the number of
field operations over Z,. The all-ones matrix of size n is denoted by J,.

2. Linear Algebra Preliminaries over Finite Fields

To ensure deterministic encryption and decryption without precision loss, we operate strictly over
finite fields rather than over R.

Definition 2.1 Let p be a prime number. The finite field Z,, consists of the set of integers
{01,..,p—1},
equipped with addition and multiplication modulo p. Every non-zero element of Z,, has a multiplicative

inverse.

Definition 2.2 Let M, (Z,) denote the ring of n X n matrices with entries in Z,. The general linear
group of degree n over Z,, is defined by

GLp(Zp) = {A € My (Zp)|det(A) £ 0 (mod p)}.
Elements of GL, (Zp) are precisely the invertible matrices over Z,.
Definition 2.3 Let A € GLy,(Z),). The inverse matrix A~ over Z, is the unique matrix satisfying
AAT'=A"'A=1, (modp),

where I, denotes the n X n identity matrix. Fundamental properties of matrix inverses over finite fields

are discussed in [10], [11], [22], [23]; see also [26] for an elementary cryptanalytic treatment. If det(A4) %
0 (mod p), then

At = (det(A))™! - adj(4) (mod p), (1)
where (det(A))™! denotes the multiplicative inverse of det(A) in Z, and adj(A) denotes the adjugate
matrix of A. The scalar (det(A4))~! can be computed using the Extended Euclidean Algorithm [22].

To analyse the global linear structure of the proposed cipher, we use the vectorisation operator and
the Kronecker product.
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Definition 2.4 For X = [x;;] € My, (Zp), the vectorisation operator vec: M, (Z,) — Zgz stacks the

columns of X into a single column vector:
vec(X) = (X11, X21) oo r Xnt X125 +0» X2y woe» X1r1s ooer X ) |-

This map is a linear isomorphism between M, (Z,) (as a vector space over Zy) and Zgz.

Lemma 2.1 Let A,B,X € M, (Z,). The vectorisation operator vec: M, (Z,) - Z;}Z satisfies the
identity:

vec(AXB) = (BT ® A) vec(X). ()
In particular, if A,B € GLy(Zy), then BT @ A € GLy2(Zy), since
det(BT ® A) = (detB)"*(detA)” #0 (mod p).
Theorem 2.1 For each pair (K;, Kg) € GL,(Z,) X GLy(Zy), the map
Tk, kg Mn(Zp) - Mn(Zp)' Tk, kg (M) = K MKpg,
is a linear automorphism on My, (Zy). Moreover, if
®: GLy (Zp) X GLy(Zp) — Autg, (Mn(Zp)),  P(Ky, Kp): = T, kp-
Define the (action) kernel by
ker(®): = {(Ky, Kg) € GL,(Zp) X GLy(Zp)|Tk, kp = idMn(Zp)}.
Then
ker(®) = {(Al,, A711)|A € L3}

Proof. Linearity of Ty, g, follows immediately from the distributivity of matrix multiplication over
addition and compatibility with scalar multiplication. Since K, Kg € GLy(Zp), the map Tk, g, admits
an explicit inverse given by

Tk (M) = KT*MKR?, M € My (Zp),
so Tk, kg 1s a bijective linear map, i.e., a linear automorphism on M, (Zp,).
To determine the kernel of @, suppose (K}, Kz) € ker(®). By definition, this means
Ty, kg (M) =M forall M € My (Zp),
ie.,
K MKgr =M forallM € My (Zp). 3)
First, set M = I, in (3). We obtain
KKyg=1, = Kz=K1
Substituting this into (3) yields
K.MK; ' =M forall M € My(Z,),
or equivalently,
KM = MK, forall M € My (Zp). 4
Thus K; commutes with every matrix in M, (Z,).

Let E;j denote the matrix whose (i, j)-entry is 1 and whose other entries are 0. Taking M = E;; in
(4) for all i, j and comparing the entries of K} E;; and E;; K, shows that all off-diagonal entries of K;, must

be zero and all diagonal entries must be equal. More explicitly, writing K; = (@)} =1
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* The condition K, E;; = E;;K;, fori # j forces a;; = 0 forall i # j.
* The same condition with M = Ej;; and M = Ej; implies a;; = a;; forall i, .
Therefore K; is a scalar matrix,
K, = Al, forsome A € Z,,.
Since K;, € GLy(Z,), its determinant is nonzero modulo p, so A # 0, and hence A € Zy; = Z,\{0}.
Using K = K; 1, we obtain
Kz = (Aly)"t = 2711,
Thus every element of ker(®) has the form (A, A~11,)) with 1 € Z;,‘.
Conversely, for any A € Z; and any M € M, (Z,) we have
ALYMQA™ ) = 2271M = M,
so (Al,, AL, € ker(®). Hence
ker(®) = {(Al,, A711)|A € T3},

as claimed.

Remark 2.1 In terms of vectorisation, T, k, corresponds to the linear map
vec(Tx, k(X)) = (Kg ® K,) vec(X),

where K @ K, € GL,2 (Zy) is an invertible matrix over Ly, by Lemma 2.1.

3. Review of Matrix-Based Encryption Techniques

This section provides a brief overview of classical matrix-based techniques and motivates the
proposed dual-transformation scheme.

Classical matrix-based ciphers

The Hill cipher. The Hill cipher partitions plaintext into vectors v € Zy and encrypts via
c=Kv (modp),
where K € GL,(Z,) and c is the ciphertext vector [1]. Classical cryptanalysis of such systems is detailed
in [26]. Decryption is given by
v=K"lc (modp).
Although conceptually elegant and easy to implement, the Hill cipher is susceptible to known-

plaintext attacks. If an adversary obtains n linearly independent plaintext—ciphertext pairs (v;, ¢;), they
can form

and solve
C=KV = K=(CVv
provided V is invertible over Z,.

Affine matrix ciphers. To avoid mapping the zero plaintext to zero ciphertext, affine variants
introduce an additive shift:

c=Av+b (modp),
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where A € GL,(Z,) and b € Zy. This eliminates the trivial relation 0 — 0 and mitigates several obvious
forms of structural leakage. However, the scheme remains vulnerable to differential analysis. For two
plaintext vectors v4, v, with ciphertexts ¢y, ¢c;, we have

¢t —¢c; =A(v; —vy)  (modp),
so the additive offset b is eliminated and the problem reduces to the linear Hill case. With sufficiently
many independent differences, A can still be recovered efficiently [6].

Eigenvector-based and similarity transformations. A more sophisticated class of schemes
employs similarity transformations of the form

C=PMP+B,
where P is constructed from eigenvectors of some public matrix and B is an affine offset. The underlying

idea is to use diagonalisation or Jordan forms to hide structure inside a transformed basis. However, these
methods suffer from several limitations:

» They enforce the structural constraint K, = K; ! (since the transformation is a similarity), which
reduces the size of the key space compared to fully independent left and right keys.

» Implementations over R or C are prone to numerical instability and rounding errors during
decryption when P~1 is approximated in floating-point arithmetic.

* When reduced modulo p, the diagonalisation assumptions may fail (e.g., non-diagonalisable
matrices over Z,), further constraining the design.

The DMAMC scheme proposed in this paper addresses these issues by:
(i) decoupling the left and right key matrices (equivalence transformation rather than similarity);
(i1) operating entirely over finite fields to guarantee exact arithmetic;

(iii) enlarging the key space by allowing independent K;, Kp and an arbitrary affine shift K.

4. Dual-Matrix Affine Modular Cipher (DMAMC)

Definition of the DMAMC scheme
Let p be a prime modulus. (In Theorem 5.3 we additionally assume p = n to choose n pairwise
distinct elements in Zj). Messages are processed in blocks of size n X n over Z,.
* Plaintext space:
P = Mp(Zyp).
* Ciphertext space:
C = My (Zyp).
* Key space: a key is a triple
¥ = (KL, Kg, Ks),
where

Ky K € GLy(Z,), Ky € My (Z,).

Definition 4.1 (Encryption) Given a plaintext block M € P and key K = (K}, Ky, Ks), the
encryption map Ey: P = C is defined by

C =K, MKy + Kg (mod p). %)
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Definition 4.2 (Decryption) Given a ciphertext block C € C and key KX = (K, Ky, K), the
decryption map Dyc: C = P is defined by

M=K Y(C-Ky)Kz! (modp). (6)

Theorem 4.1 For any M € P and any key K = (K, Kg, Ks) with K, Kg € GLy(Zy), the scheme

satisfies

Dyc(E3c(M)) = M. (M

Proof. By definition, for any M € P the encryption procedure outputs
Ey(M) = KKMKg + Kg (mod p).
Applying the decryption map to this ciphertext yields
Dyc (Exc(M)) = K[ ' (K, MKg + Ks) — Ks)Kz* (mod p)
= K, (KL MKg)Kp"
= (K, 'K, )M (KzKg")
=I,MI, =M.
Since K; and Ky are invertible over Z,, the inverses K 1 and Kg 1 exist and are unique,

guaranteeing deterministic recovery of M.

Following the formal framework commonly used in matrix cryptography [21], we detail the
operational procedures for key generation, encryption, and decryption in Algorithms 1, 2, and 3.

Remark 4.1 The mapping M —» K; MKy is a group automorphism of the additive group
(Myn(Zyp), +). Adding K produces an affine transformation on My (Zy). Under vectorisation, the global
map can be written as

vec(C) = (K ® K)vec(M) + vec(Ky).

This explicitly demonstrates that DMAMC is structurally isomorphic to a standard Affine Cipher
over the larger vector space yAs , restricted to a subgroup of keys defined by Kronecker products.
Algorithm 1 DMAMC Key Generation
Input: Security parameter n (block size), large prime p.

Output: Secret key tuple K = (K, Ky, Ks).

1: procedure KEYGEN (n,p)

2: repeat

3: Select K;, € My (Z,,) uniformly at random
4: until det(K;) # 0 (mod p)

5: repeat

6: Select K € My, (Zy,) uniformly at random
7: until det(Kz) # 0 (mod p)

8: Select Kg € My, (Z,) uniformly at random
9:return X « (K, Ky, Ks)
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10: end procedure

Algorithm 2 DMAMC Encryption

Input: Plaintext matrix M € My, (Z,), modulus p, key K = (K, Kg, Ks).
Output: Ciphertext matrix C € My (Zy).

1: procedure ENCRYPTION(M, X))

2:T « K; M (mod p) Left diffusion
3: T' « TKg (mod p) Right diffusion
4:C « T+ Ks (mod p) Affine shift

S:return C

6: end procedure

Algorithm 3 DMAMC Decryption

Input: Ciphertext matrix C € My, (Z,), modulus p, key K = (K, Kg, Ks).
Output: Plaintext matrix M € My, (Zp).

1: procedure DECRYPTION(C, X)

2: Compute K *(mod p) and Kz *(mod p)

3: T' « C — K5 (mod p) Remove affine shift

4: M « K7 T'Kz' (mod p) Invert linear map

S5: return M

6

: end procedure

9]

. Security and Complexity Analysis

5.1. Effective Key Space Size

A rigorous security evaluation must account for the redundancy identified in Theorem 2.1.
Theorem 5.1 Let X5 denote the set of distinct affine encryption functions induced by the scheme.
The cardinality of F,ff is exactly

2 —
I6Ln(Zp) 1% ™ _ (pzd @"=p")" p™

[Kesel = == =

(8)

In particular, since
n
2 —
L@l =" [ [ -7,
k=1

the effective key space grows on the order of p3"2_1 in the parameters p and n.
Proof. Consider the map
F:GLy(Zy) X GLy(Zyp) X My(Z,) — {affine maps M, (Z,) = M, (Zp)},
F(K;,Kg, Ks)(M) = K, MKR + K.

Fixing a triple (K}, Kg, Ks) determines an affine encryption function.
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First, if F (K, Kg, Ks) = F(K';,, K'g, K's), then evaluating both sides at M = 0 yields
Ks = F(Ky, K, K5)(0) = F(K',, K'g, K's)(0) = K,
so the additive key K is uniquely determined by the affine map.

Thus two keys (K}, Kz, Ks) and (K';, K'g, K) induce the same encryption function if and only if
their linear parts

TKL'KR(M) = KLMKR and TK’LtK’R(M) = K,LMK’R
coincide. This is precisely the situation of Theorem 2.1: the map
: GLy (L) X Gl (Z) = Auty (Ma(Z,)), @Ky Ke) = T s

has kernel of size |ker(®)| = p — 1. By Theorem 2.1, two pairs (K}, Kg) and (K';, K'g) induce the same
linear map on My, (Z,) if and only if there exists a unique A € Z, such that

(K'L,K'r) = (AKp, 7' Kp).

Hence each induced linear map corresponds to exactly p — 1 key pairs. For each such linear map and

each Kg € My, (Zy), the affine map M — K; MKy + K is distinct. Consequently, the total number of
distinct encryption functions is
2
| = IGL,(Z,) 1. p™
eff p— 1 )

as claimed.
5.2. Algebraic Cryptanalysis Complexity

The system can be modelled as a global affine map over the vectorised message space. Writing
y=Ax+Db, 9)
where x = vec(M) € Z;,‘Z, y=vec(C) €IV, A=K} QK, € GLp2(Z,) and b = vec(Ks) € 7, we
obtain a standard affine map on Zgz.

Theorem 5.2 Let N = n? denote the dimension of the vectorised message space. To uniquely
recover the global transformation matrix A and the offset b by treating DMAMC as an unknown affine
map y = Ax + b over ZY, an adversary needs:

s atleast N + 1 = n? + 1 plaintext—ciphertext pairs (a data complexity lower bound);
+ and can then reconstruct A using Gaussian elimination in
Tattack = O(N®) = 0((n*)*) = 0(n®)
field operations.
Proof. Let x; = vec(M;) € Zy, and y; = vec(C;) € Zy fori =1, ..., K, so that
yvi=Ax;+b fori=1,.. K.
Each pair (x;,y;) contributes N scalar linear equations in the N? unknown entries of A and the N
unknown entries of b, for a total of N2 + N unknowns. Thus, in the generic case, at least K such that
KN>=N?4+N = K=>=N+1=n?2+1

plaintext—ciphertext pairs are required to determine (A, b) uniquely. This yields the stated data
complexity lower bound.

To estimate the computational cost, fix an index 0 and form the differences

https://sj.hpu2.edu.vn 73



HPU2. Nat. Sci. Tech. 2026, 5(2), 65-83

Ax; = x; — xq, Ay =y —y, i=1,..,N.
Then
Ay; = yi = yo = (Ax; + b) — (Axg + b) = A(x; — xp) = AAX;
for each i. If the N vectors Axy, ..., Axy are linearly independent (which an active adversary can enforce
by choosing x;), we can form the matrices
X=[Ax; - Axy], Y =[Ay; - Ayy]
with X € GLy (Z,) and
Y = AX.
It follows that
A=YX"L
Computing X! via Gaussian elimination on an N X N matrix costs O(N?3) field operations, and

computing the product YX™1 costs another O(N3) operations. With N = n? this yields an overall
complexity

O(N?) = 0((n*)*) = 0(n®).

Remark 5.1 The bound above is a generic worst-case estimate obtained by treating A as an arbitrary
element of GL,,2(Z,) and ignoring its special Kronecker-product structure. It correctly upper bounds the
cost of reconstructing the global affine map, but does not reflect the best possible structural attacks, which
we analyse next.

Theorem 5.3 Let KX = (K, Kg, Ks) be the secret key and assume the field size satisfies p = n.
Given chosen-plaintext access, an adversary can recover an algebraically equivalent key in O(n*) field
operations using 4 structured queries. The arithmetic cost is dominated by solving n homogeneous linear
systems of size n X n (to obtain eigenvectors), which is O(n*) field operations using Gaussian
elimination.

Proof. The recovery proceeds through the following constructive steps.
Step 1 (Affine Removal): Query M, = 0 and receive Cy = E%(My) = Kg (mod p).

Step 2 (Linear Isolation): Query M; = I, and receive C; = E4(M;). Compute P = C; — C,
K; Kg (mod p). Define the derived oracle (all operations in M,,(Z,) taken modulo p)

F(M):= (Exe(M) —Ks) P™' (mod p),
where P! is the inverse of P in GL,(Z,) (right-multiplication). Then F (M)

K, MK; ! (mod p).

Step 3 (Eigenvector Extraction): Since p = n, choose distinct 4y, ..., A, € Zy, and query M,
diag(24, ..., A,). Let A:= F(M,) = K, M,K; *. For each i, compute a nonzero eigenvector v; € ker(4 —
Ail,) by Gaussian elimination over Zj. Solving n linear systems of size n X n costs n - 0(n®) = 0(n").
LetV =[v; - v,]. Then K, = VD~ for some unknown diagonal matrix D.

Step 4 (Ambiguity Resolution): Query M3 = J,, (all-ones matrix). Compute B = V™1F(M;3)V. The
identity B = D~J, D implies (E)ij = d;/d;. Fixing d; = 1, we recover D (hence K}) up to the inherent
scalar ambiguity. Finally set Kz = K 1P.

We summarize the structural key-recovery procedure derived in Theorem 5.3, following the
cryptanalytic methodology of [21], in Algorithm 4.
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Algorithm 4 Structural Key-Recovery Attack on DMAMC (Chosen Plaintext)
Input: Oracle Ey, dimension n, prime modulus p, with all arithmetic over [F,, = Z/pZ and p = n.
Output: An equivalent key tuple Keq = (K, Kr, Ks).

1: procedure ATTACKINGDMAMC (Ey)

2: Step 1: Recover affine shift

3: Query My < 0,,«, and receive Cy < Ey (M)

4: Ks « Cy

5: Step 2: Isolate linear component

6: Query M; « I, and receive C; « E3(M;)

7:P « C, — K; (modp) P=K,Kg

8: Define local oracle F(M) « (E3(M) — Kg)P™1

9: Step 3: Extract eigenvectors (recover K; up to scalars)

10: Choose pairwise distinct 44, ..., 4, € Fp, , which is feasible since p = n.
11: My « diag(A4, ..., An)

12: A « F(M,) A=K MK

13:for i « 1ton do

14: Compute a nonzero v; € ker(4 — ;1) over [F,, (Gaussian elimination)
15: end for

16: V « [vg - vy]

17: Step 4: Resolve scalar ambiguity

18: M3 « J,, (all-ones matrix)

19: B « F(M3)

20: B« VBV

21: Setdq « 1

22:for j < 2tondo

23:d; « (B, j

24: end for

25: D « diag(d4, ..., dy)

26: Step 5: Reconstruct equivalent keys

27: K, « VD *(mod p)

28: Kz < K;'P (mod p)

29: return (K, K, Ks)

30: end procedure

Remark 5.2 This structural attack shows that, in a chosen-plaintext model, the effective algebraic
security of DMAMC is governed by an O(n*) structural recovery procedure, dominated by solving n
homogeneous linear systems of size n X n via Gaussian elimination, rather than by the generic 0(n®)
bound obtained by ignoring the Kronecker-product structure. In particular, DMAMC does not provide an
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asymptotic security advantage over the classical Hill cipher; its primary value lies in illustrating two-sided
matrix transformations and serving as a flexible diffusion layer within more elaborate non-linear
cryptographic constructions.

Remark 5.3. Weak-key classes. Algorithm 4 gives an O(n*) upper bound for recovering an
equivalent key when K and Kr are treated as unstructured invertible matrices over the finite field. This
bound should not be interpreted as a lower bound for every admissible key. Although singular or low-
rank matrices are excluded by the requirement Ky, Kz € GLn(IF,), invertible matrices with low-complexity
structure may still form weak-key classes. For example, if K. or Kr is diagonal, monomial, permutation-
diagonal, triangular with small bandwidth, block diagonal, circulant, Toeplitz, repeated-pattern, or
unusually sparse with only O(n) nonzero entries, then part of the recovery may reduce to determining
scaling, permutation, block-local, or low-dimensional parameters. In such cases, the practical attack cost
may be lower than the generic O(n*) bound obtained by solving n independent n x n linear systems using
Gaussian elimination.

Therefore, if DMAMC is used as a cryptographic component, the key-generation procedure should
reject diagonal, monomial, highly sparse, block-diagonal, low-bandwidth, repeated-pattern,
circulant/Toeplitz, and other visibly structured matrix forms. This warning does not make DMAMC
secure as a standalone cipher; rather, it prevents avoidable reductions below the generic structural attack
bound when the construction is deployed as a diffusion layer inside a nonlinear SPN.

6. Efficiency and Applicability Analysis

Although Section 5 demonstrates that the DMAMC structure is cryptographically weak without S-
boxes, its algebraic structure offers significant advantages for diffusion layer design in SPN ciphers.

Computational Complexity Comparison

. . . . 2
Consider a cryptographic state of size N = n“ elements over [F,.

* Generic Linear Layer: A standard mixing layer (e.g., a large MDS matrix) multiplies the state
2)2

vector by an N X N matrix. The complexity is N2 = (n?)? = n* multiplications.

* Dual-Matrix Layer: The transformation M — K; MKy involves two n X n matrix multiplications.
The complexity is 2n® multiplications.

Proposition 6.1 For a state of size N =n?, the Dual-Matrix structure reduces the diffusion
complexity by a factor of n/2 compared to a generic linear transformation. For n = 8 (64-symbol state),
this is a 4 X speedup.

For lightweight cryptographic implementations (e.g., [oT device), memory efficiency is a critical
design consideration. A generic linear layer requires storing N2 = n* elements. The dual-matrix linear
structure requires storing only 2n? elements (for K, and Kg), or 3n? elements if the affine shift K is
included. This represents a storage reduction from O(N?2) to O(N).

Table 1. Consolidated comparison between the generic affine structure and the DMAMC structure.

Criterion Generic afﬁn'e structure on a DMAMC structure Crypt(.)grztphlc
vectorized state implication

DMAMC is a restricted
C =K. M Kr + Ks, equivalently | affine family whose
vec(C) = (Kr" @ K1) vec(M) + | linear part has

vec(Ks). Kronecker-product
structure.

y=Ax+ b, where A € GLx(F)),

Algebraic form beF,N, and N= 2.
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Criterion Generic afﬁn.e structure on a DMAMC structure Crypt(.)grz!phlc
vectorized state implication
Linear-key 2 4 2n? field elements for Ki. and The linear-layer
N= = n* field elements. storage decreases from
storage Kr.

O(n*) to O(n?).

Total affine
storage

N + N = n* + n? field elements.

3n? field elements for K1, Kx,
and K.

DMAMC is more
storage-efficient for
lightweight
implementations.

Evaluation cost

Dense matrix-vector evaluation
costs O(N?) = O(n*) field
operations.

Two n X n matrix
multiplications cost O(n?) field
operations.

The evaluation cost
decreases
asymptotically from
O(n*) to O(n).

Generic affine

Treating the map as an arbitrary
affine transformation requires N
+ 1 =n%+ 1 chosen plaintext—

The Kronecker-product
structure enables a structural

The structural
restriction improves
implementation

known/chosen plaintexts.

structure.

recovery ciphertext pairs and O(N?) = ;ﬂzziniflgl(%ixfti ;Zy;re;(;rggs efficiency but also
O(n°) field operations. P " | enables a faster attack.
Also insecure as a standalone Neither construction
Insecure as a standalone block S . .
Standalone . . primitive; Algorithm 4 exploits | should be used alone as
. cipher under sufficient . s
security the two-sided multiplication a modern secure block

cipher.

Suitable use

General linear diffusion, but
with high memory cost for large
states.

Storage-efficient diffusion
candidate inside nonlinear SPN
constructions.

DMAMC should be
combined with
nonlinear S-boxes and
should avoid weak-key
matrix classes.

Table 1 summarizes the principal trade-off between the two structures. The DMAMC construction

is not claimed to be secure as a standalone cipher. Its principal advantage is implementation efficiency:

for a vectorized state of dimension N = n?, the storage requirement is reduced from O(n*) to O(n?), and
the evaluation cost is reduced from O(n) to O(n’). However, the Kronecker-product restriction also
enables the structural O(n*) chosen-plaintext recovery described in Algorithm 4. Therefore, DMAMC is

best regarded as a lightweight diffusion layer to be combined with nonlinear components.

7. Numerical Examples

We now present fully worked examples in which the modular arithmetic has been carefully verified.

Throughout, we use the alphabet mapping

A~ 0, Bm1, .., Z+» 25, Space » 26, 7 27, | » 28.

Example 1: Basic 2 X 2 Block (n = 2)

Consider a simple message and key setup over Z,q.

Parameters.

* Modulus: p = 29.

* Block size: n = 2.
Plaintext. Message: “MATH”.

Mo 12,

We group into a 2 X 2 matrix by rows:

Am 0,

T - 19, He 7.

(10)
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M=lig 7}

12 0

Setup: Message "MATH" maps to M = [19 7

]. Keys:

O e A AR
We verify invertibility:
det(K;) =3-2-5-1=1#0 (mod 29),
det(Kg) =4-2—1-3=5%0 (mod 29).
Thus K;, Kz € GLy(Z,9).
Encryption Step-by-Step
Step 1: Left Multiplication. Let T = K; M.

T_[3 5] 12 0] _ [36+95 0+35]
- 19 707 l12+38 0+14
131 35] [15 6

21 14 (mod 29).

Step 2: Right Multiplication. Let T" = TKp.
15 6 ] 4 1]_ 60+18 15412

21 14 3 217184442 21+28

78 20 27
126 49 10 20

T' =

(mod 29).

Step 3: Affine Shift. Finally, C = T + K.
C= [20 27] 10 57_130 32]
10 20 14 12 34

5[12 5] (mod 29).

Mapping indices (1,3,12,5) yields the ciphertext "BDMF"'.

Decryption. We compute the inverses of K; and Ky using the adjugate formula.

For
3
KL = [1
we have det(K;) = 1 and
. _ 12 =51_1[12 24
adj(K,) = [_1 |= ‘s 5 | mod29).
Hence
1 _[2 24
K™=l 3 ]
For
_4 1
KR - 3 2]r
we have det(Kz) = 5 and det(Kz)™! = 6 (mod 29) since 5- 6 = 30 = 1 (mod 29). The adjugate is

adj(Kg) = [2 (mod 29).

3 41] [26 4
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Therefore

2 28]_112 168 12 23
[=liss 24|

26 4 156 24 1= ] (mod 29).

Ki'=6: | =l11 24

To decrypt, compute

c-ki=liy -0 =l Zl=l sl medzo

which matches T".

Then

KL_l(C_Ks) = =

2 24”20 27] 280 534] 19 12

28 3 1l10 20/ 500 816l = l10 4] (mod 29).
Finally,

19 12]1<—1= 360 725]:[12 0
10 4 17R 164 3261 119 7

Thus the original plaintext matrix (and hence the message "MATH") is recovered exactly.

|=m  (mod29).

Example 2: Multi-Block 3 X 3 Encryption (n = 3)
We next consider a more complex example in which a longer message into two 3 X 3 blocks.

Parameters.
* Modulus: p = 29.

* Block size: n = 3.
Plaintext. Consider the message
"LINEARALGEBRA!!!",
which has 18 characters. We split it into two blocks of length 9:
* Block 1: "LINEAR AL",
* Block 2: "GEBRA !!!".

Using the fixed mapping:
L+ 11, [~ 8, N 13, Ewm 4,
Am 0, R 17, Space » 26,
G- 6, Br 1, ' 28,
we obtain:

"LINEARAL" - (11,8,13,4,0,17,26,0,11),
"GEBRA'" - (6,4,1,17,0,26,28,28,28).

We arrange each block row-wise into 3 X 3 matrices:

11 8 13 6 4 1
My=4 o 17|, M,=[17 0 26|

26 0 11 28 28 28
Keys. Let
2 10 1 5 2 5 10 15
Ki=13 4 1|, Kg=12 1 3|, Ks=1|2 4 6
1 1 2 0 4 1 1 3 5

A direct determinant calculation shows

https://sj.hpu2.edu.vn 79



HPU2. Nat. Sci. Tech. 2026, 5(2), 65-83

det(K;) =9#0 (mod29), det(Kzp) =—-5=24#0 (mod 29),
s0 K;, Kg € GL3(Z49).
Block 1: "LINEAR AL"
First compute
T, = K M; (mod 29).

A direct multiplication yields

26 16 43
KM, =75 24 118|,
67 8 52
so0, reducing modulo 29,
26 16 14
T, =117 24 2 (mod 29).
9 8 23
Next compute
Tll = TlKR (mod 29)
We obtain
0 28 27
T'.=17 1 21| (mod 29).
25 0 7
Adding the shift K:
0 28 27 5 10 15 5 38 42
C,=T1+Ks=|7 1 21|+|2 4 6 |=|9 5 27|
25 0 7 1 3 5 26 3 12
Reducing modulo 29:
38=9, 42=13,
S0
5 9 13
C;=19 5 27| (mod?29).
26 3 12

Mapping each entry to a character:

5 »F 9 »] 13 N,
27 w»?, 26 w»Space, 3 »D, 12 » M.

Reading row-wise, Block 1 ciphertext is

"FJNJF? DM".

Block 2: "GEBRA !!!"
Similarly, compute

TZ = KLMZ (mOd 29)

We obtain
29 8 28
K;M, = (114 40 135|,
79 60 83

so modulo 29,
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0 8 28

T, =27 11 19| (mod 29).
21 2 25

Next,

T’Z = TZKR (mOd 29),
which yields

16 4 23
T, =20 19 19| (mod 29).
25 4 15

Add the affine shift:

16 4 23 5 10 15 21 14 38
C,=T,+Ks=120 19 19(+|2 4 6 |[=[22 23 25|
25 4 15 1 3 5 26 7 20
Reducing modulo 29:
38=09,

SO

21 14 9
C,=|22 23 25| (mod29).

26 7 20
Mapping back to characters:

21 »V, 14 »0, 9 -],
22 »W, 23 »X 25 o7
26 w— Space,7 w~H, 20 ~U.

Hence Block 2 ciphertext is
"VOJWXZ HU".

Overall ciphertext. Concatenating the two blocks, the full ciphertext corresponding to "LINEAR
ALGEBRA !!!" is
"FJNJF? DMVOJWXZ HU".

Example 3: Structure of a Linear Attack
From the global affine representation (9), an adversary observing multiple plaintext—ciphertext pairs
(M;, C;) can form differences
AM;j = M; — M;, AC; = C; — C;.
Vectorisation yields
vec(AC;j) = A vec(AM;;),
where A = K ® K. For n = 2, the vectorised differences lie in Zg and A is a 4 X 4 matrix:

Ay, Apr A Az Ap|[Amy
Ay, Az Az Az Aul|Am,
Ays Azy Azz Azz Azg||Admz|
Ay, Ay Ay Ay AggllAmy
Ay A Ax

By collecting four linearly independent difference pairs (i.e., five plaintext—ciphertext blocks), an
attacker can, in principle, solve for A. For higher dimensions n, the dimension n? of the underlying
vector space causes the generic linear system to grow quadratically, so if an adversary attacks the global
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affine map directly and ignores the special two-sided structure, the data requirement is higher than in the
standard Hill cipher. However, as discussed in Section 5, structural attacks can exploit that very structure
to recover equivalent keys more efficiently.

8. Conclusions

This study has presented the Dual-Matrix Affine Modular Cipher (DMAMC), a linear-algebra-based
encryption scheme defined over finite fields that employs two-sided multiplication and an affine shift. By
generalising the encryption function to

C =K, MKp + Ks (mod p),
the construction avoids the structural coupling constraints of similarity-based transformations, including
restricted key spaces and numerical instability. We proved the bijectivity and correctness of the scheme,
characterised its action via the Kronecker product on the vectorised matrix space, and quantified the

GLn (Zp)12.p™

number of distinct encryption functions, which equals |Kqg| = —

and grows on the order of

3n?

p
3 X 3 block ciphers, we demonstrated the exactness of modular arithmetic and the practicality of the

~1 as p - oo (for fixed n). Using rigorously verified numerical examples, including both 2 X 2 and

approach for lightweight cryptographic applications. The analysis of linear-algebraic attacks shows that,
although the scheme remains an affine linear cipher and is therefore vulnerable in principle to algebraic
key-recovery techniques, its security is ultimately limited by structural attacks: a generic affine attack that
ignores the Kronecker-product structure and treats DMAMC as an arbitrary affine map on Z;}Z has
complexity 0(n®), whereas a similarity-based attack exploiting the two-sided multiplication and the
derived conjugation oracle recovers an equivalent key in O(n*) field operations (dominated by solving n
linear systems of size n X n via Gaussian elimination), and can be reduced to 0(n?®) using optimized
finite-field linear algebra routines. This is asymptotically smaller than the generic O(n®) affine recovery
that ignores the Kronecker-product structure. Accordingly, the increase in block dimension and key-space
size is best viewed as a pedagogical and design feature for diffusion layers, rather than as a mechanism
for achieving modern, cryptanalytically hardened block-cipher security.

Future work will investigate the integration of nonlinear substitution layers (e.g., S-boxes). In such
a design, DMAMC would serve as a generalised diffusion layer providing high branch numbers, while
the nonlinear layer provides the necessary confusion to resist differential cryptanalysis. Another
promising direction is to explore extended constructions (for example, incorporating transposition terms)
that further complicate the algebraic structure of the linear layer; a rigorous cryptanalytic analysis of such
variants is reserved for future work.
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